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Abstract:

The rapid expansion of online video platforms has significantly increased children’s
exposure to potentially harmful content, including violent and explicit material. Traditional
moderation techniques, such as keyword-based filtering and static blocklists, are insufficient to
address the dynamic and multimodal nature of modern digital media. This study proposes a real-
time content moderation system that integrates a browser extension with a guardian monitoring
platform, enabling continuous supervision of YouTube video consumption. The system
leverages the CLIP (Contrastive Language—Image Pretraining) model to perform zero-shot
classification of video frames by aligning visual and textual representations in a shared semantic
space. The methodology involves periodic frame sampling, preprocessing, and similarity-based
classification using predefined harmful and safe content labels. A dual-pass decision
mechanism, combined with temporal consistency filtering, is employed to improve detection
reliability and reduce false positives. Experimental evaluation on a labeled dataset demonstrates
that the proposed system achieves an accuracy of 79%, with a high recall for harmful content
detection. The results indicate that the system effectively prioritizes safety by minimizing
undetected harmful content while maintaining acceptable precision levels. Overall, the proposed
approach highlights the practical potential of zero-shot learning for real-time content moderation
in dynamic environments. The system provides an effective, scalable, and privacy-aware
solution for enhancing child safety in online video platforms.

Keywords: Al Content Moderation, CLIP Model, Inappropriate Content Detection, Real-
Time Video Analysis, YouTube Safety.
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1. Introduction

The widespread accessibility of the internet has significantly increased the likelihood of
children being exposed to harmful content, including violent, explicit, or otherwise
inappropriate material, particularly on video-sharing platforms. Despite the implementation of
safety mechanisms such as automated filtering systems and curated child-friendly modes,
platforms like YouTube acknowledge that no moderation system can guarantee complete
protection (YouTube Help, n.d.).

Traditional content filtering approaches, including keyword-based detection and static
blocklists, remain widely used; however, these methods suffer from fundamental limitations.
They often generate high false-positive rates, lack contextual understanding, and are unable to
adapt efficiently to the rapidly evolving nature of online media (Raymond & Marchany, 2012).

In response to these challenges, recent advancements in automated moderation have
demonstrated the effectiveness of machine learning techniques in detecting graphic violence and
explicit content at scale. Major technology platforms, such as Facebook and YouTube,
increasingly rely on such approaches to enhance content moderation processes (Papadamou et
al., 2020). Nevertheless, these solutions are typically implemented at the platform level, while
real-time, consumer-facing tools—particularly those operating directly within web browsers—
remain limited.

Motivated by this gap, the present study proposes a real-time content moderation system
that integrates a browser extension with an Al-driven backend based on the CLIP model. The
system continuously samples video frames, performs semantic analysis using a zero-shot vision-
language approach, and identifies potentially harmful content without requiring task-specific
training. Upon detection, the system dynamically applies visual blurring and generates real-time
notifications for guardians through a dedicated monitoring interface. This approach combines
proactive automated filtering with human supervision, offering an effective and practical
solution for enhancing child safety in online video environments.
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2. Related work

The detection of inappropriate content in digital media has emerged as a critical research
area, particularly on video-sharing platforms where children constitute a significant portion of
the user base. Traditional moderation approaches, including keyword-based filtering and static
blocklists, are widely implemented in educational and home environments; however, these
techniques are easily circumvented and lack the semantic understanding required to accurately
interpret multimedia content (Raymond & Marchany, 2012).

In recent years, research has increasingly shifted toward deep learning-based moderation
techniques. EfficientNet, introduced by Tan and Le (2019), provides a highly scalable and
efficient convolutional neural network architecture that improves performance while reducing
computational cost. Furthermore, Tran et al. (2015) extended conventional image-based
convolutional networks into three-dimensional architectures, enabling the capture of temporal
dynamics in video data. Recurrent models such as Long Short-Term Memory (LSTM) and
Bidirectional LSTM (BiLSTM) have also demonstrated effectiveness in modeling sequential
dependencies within video streams (Hochreiter & Schmidhuber, 1997; Graves & Schmidhuber,
2005).

Additionally, multimodal approaches that integrate both visual and auditory information
have enhanced the detection of complex and context-sensitive content. For example, Wang,
Shrivastava and Gupta (2017) demonstrated that combining multiple data modalities can
significantly improve classification performance in challenging scenarios.

Several studies have specifically addressed the issue of harmful content targeting children
on video platforms. Papadamou et al. (2020) investigated disturbing content on YouTube and
highlighted the limitations of existing moderation systems. Similarly, Yao, Mamitsuka and Zhu
(2018) proposed label-aware hierarchical models to improve multi-label video classification,
while Cho et al. (2014) introduced the RNN Encoder—Decoder framework for extracting
semantic representations from textual data such as subtitles and metadata. Collectively, these
approaches emphasize the importance of integrating spatial, temporal, and textual features to
achieve more accurate content filtering.

A notable advancement in this domain is the CLIP (Contrastive Language—Image
Pretraining) model developed by Open Al, which enables zero-shot learning by aligning visual
and textual representations in a shared embedding space (Radford et al., 2021). This capability
allows systems to classify previously unseen content categories without the need for retraining
on domain-specific datasets. Building on this innovation, the present study adopts the CLIP
model to develop a real-time, in-browser content moderation system specifically designed to
enhance child protection in online video environments.

3. Methodology

The proposed system leverages the CLIP (Contrastive Language—Image Pretraining)
model developed by Open Al to enable real-time moderation of YouTube video content through
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the detection of inappropriate visual elements. CLIP facilitates zero-shot classification by
embedding both images and textual descriptions into a shared semantic space, allowing for
direct comparison without requiring task-specific training data (Radford et al., 2021). This
capability enables the system to identify harmful content dynamically while maintaining
flexibility and scalability.

3.1 Video Frame Extraction and Pre-processing

The system employs a browser extension that continuously captures video frames from
the YouTube player at one-second intervals. Each captured frame is resized to a resolution of
224 x 224 pixels and normalized according to the input specifications required by the CLIP
model (Radford et al., 2021).

Unlike traditional machine learning approaches, the proposed system does not rely on a
predefined or stored training dataset. Instead, it performs real-time inference directly on
incoming frames, thereby preserving user privacy and minimizing storage and computational
overhead.

3.2 Feature Extraction Using CLIP

The CLIP model consists of two jointly trained components: a visual encoder and a text
encoder, both designed to project inputs into a shared latent embedding space (Radford et al.,
2021). This architecture enables semantic alignment between images and textual descriptions.

3.2.1 Visual Encoder

Each sampled video frame is processed through the CLIP visual encoder to generate a
high-dimensional feature vector that captures the semantic characteristics of the image.

3.2.2 Text Encoder

A predefined set of textual labels representing both harmful and neutral categories—such
as “porn,” “hentai,” “sexy,” “blood,” and “neutral”—is encoded using the CLIP text encoder.
These embeddings serve as reference vectors for classification.

3.2.3 Zero-Shot Similarity Matching

For each frame, cosine similarity is computed between the visual embedding and all
corresponding text embeddings. The label with the highest similarity score is selected as the
predicted class. If the similarity score exceeds a predefined threshold and corresponds to a
harmful category, the system flags the frame as inappropriate.

3.3 System Architecture

The proposed system follows a modular architecture composed of several interconnected
components that collectively enable real-time content analysis and response. The primary
components include:
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= Browser Extension Frame Sampler: Captures video frames periodically during
playback.

= CLIP Visual Encoder: Converts frames into semantic feature representations.
= CLIP Text Encoder: Transforms predefined content labels into embedding vectors.
= Similarity Engine: Computes cosine similarity between image and text embeddings.

= Classification Module: Determines whether content is appropriate based on similarity
scores and predefined thresholds.

This modular design enhances system scalability and allows for efficient integration of
additional components or future improvements.

3.4 Real-Time Integration

The system is deployed as a backend inference service that communicates directly with
the browser extension. Upon detecting inappropriate content, the system triggers predefined
actions such as blurring the video, pausing playback, or sending alerts to a guardian interface.

All processing is performed in real time, ensuring immediate response to harmful content
without requiring local storage or offline analysis. This design supports continuous monitoring
while maintaining user privacy and system efficiency.

4. Algorithm

4.1 System Architecture Overview

The proposed Parental Monitor system is designed using a microservices-based
architecture that ensures scalability, modularity, and efficient real-time processing. The system
comprises three primary components: a Content Capture Module implemented as a browser
extension, an Al Classification Engine deployed using a Flask-based backend, and a Decision
Management Dashboard developed by Django for monitoring and control.

These components operate collaboratively to capture video frames, perform semantic
analysis, and manage detection outcomes in real time. The distributed architecture enables
efficient workload handling and facilitates future system expansion.

4.2 CLIP-Based Content Classification

4.2.1 Model Selection and Mathematical Foundation

The system uses OpenAl's CLIP ViT-B/32 model for zero-shot classification of video
frames. CLIP maps both images and text descriptions into a shared embedding space using
contrastive learning:

similarity (I, T) = cos(¢(1), v (T))
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Here, ¢(I)¢(I) represents the embedding of the input image, and y(T)y(T) denotes the
embedding of the corresponding text label. The cosine similarity function quantifies the
semantic alignment between the two modalities.

The classification framework adopts a dual-pass strategy to improve decision robustness.
In the first pass, a predefined set of harmful labels—such as violence, gore, and explicit
content—is used to evaluate potential risk. In the second pass, safe labels—including family-
friendly and child-safe—are applied to validate and refine the classification outcome.

The system computes the maximum similarity score among harmful labels and
the average similarity score across safe labels. A threshold-based decision rule is then applied:

= |If the harmful similarity score exceeds 0.30, the frame is classified as inappropriate.

= |If the harmful score is low and the average safe score exceeds 0.10, the frame is
classified as safe.

This dual-path decision mechanism enhances classification accuracy and reduces
ambiguity in borderline cases.

4.2.2 Temporal Consistency

To improve reliability and reduce false positives, the system incorporates a temporal
consistency mechanism that evaluates consecutive frame predictions within the same video
stream.

= Safe content is recorded immediately upon detection (once per video).
= Inappropriate content is only confirmed if detected across five consecutive frames.

This approach minimizes the impact of transient visual noise and ensures that only
persistent harmful content triggers system actions.

4.3 Image Processing Pipeline

Captured frames are transmitted in base64 format and undergo a structured pre-processing
pipeline prior to classification. The frames are decoded into PIL image format, converted to
RGB color space, resized to 224 x 224 pixels, and normalized according to the input
requirements of the CLIP model (Radford et al., 2021).

These pre-processing steps ensure compatibility with the model architecture and maintain
consistency in inference performance across varying input conditions.

4.4 Decision Fusion and Confidence Scoring

The final classification decision is derived using a fusion mechanism that combines both
harmful and safe similarity scores. The system dynamically evaluates the most reliable
prediction by comparing the maximum harmful score with the aggregated safe score.
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Threshold values of 0.30 for harmful classification and 0.10 for safe classification were
determined empirically to balance precision and recall. Additionally, the requirement of
consecutive detections for harmful content further strengthens classification confidence.

This decision fusion strategy enables the system to achieve robust performance while
minimizing both false positives and false negatives, thereby aligning with the primary objective
of ensuring child safety in real-time video environments.

5. System Interact Flow

The Parental Monitor system adopts a distributed interaction model in which
responsibilities are divided between a Django-based web dashboard, designed for parental
use, and a Flask-based backend, responsible for device-side monitoring and communication.
This separation ensures efficient user management, real-time monitoring, and secure system
configuration.

The interaction process begins with parent registration, where users create an account
through the Aman Django dashboard. This step establishes the primary user identity and
provides access to all system functionalities, as illustrated in Figure 1.

The interaction process begins with parent registration, where users create an account
through the Aman Django dashboard. This step establishes the primary user identity and
provides access to all system functionalities, as illustrated in Figure 1.

Login Register

Register

Username

Email

Password

Confirm Password

Already have an account? Login here

© 2025 Aman. All rights reserved.

Figure 1: Parent Registration Interface on the Django-Based Dashboard
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After registration, parents can create individual profiles for their children through
the Manage Children interface. This functionality allows the system to associate monitoring
activities with specific users by recording essential information such as name and age, as shown
in Figure 2.

Aman About Manage Children Man:

Add New Child Your Children | 0 Manage Devices
Child's Name
Name Age  Device Status Actions
Al ERN © oistore |
Age 1D: 43f433f3-bc7d-4973-8492-fd5467b76865
8 Farsh 9 © No Device m 0 Register Device |
Add Child

® 2025 Aman. All rights reserved.

Figure 2: Child Profile Management Interface for Adding and Viewing Registered Children

The system then supports device association, where each child profile can be linked to a
dedicated monitoring device via the Manage Devices interface. The device is registered through
the Flask backend, enabling independent tracking of activity for each user, as illustrated
in Figure 3.

Manage Devices

Child Name Device ID Status Actions
Ali 43f43313-bc7d-4973-8492-fd5467b76865
Farah Not registered W To register a device:

1. Open the device's browser
2. Go to the registration page
3. Enter your credentials

Figure 3: Device Management Interface Showing Device Registration and Status

Next, the system performs device login and activation, where the parent authenticates
the monitoring device using the Flask backend interface. Once verified, the device is designated
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as the active monitoring device for the selected child, allowing the system to initiate real-time
monitoring, as shown in Figures 4.

Aman

Children LISt ‘ Logout ‘

Working device is set: 43f433f3-bc7d-4973-8492-fd5467b76865

Name Age Device ID Action
Al 5 43f433f3-bc7d-4973-8492-fd5467076865 | Unset Working Device
Farah 9 Not Registered Register Device

Figure 4: Successfully Registered Device Set as the Active Monitoring Device

Following activation, the system continuously tracks user activity and presents the results

through a centralized child activity dashboard. This dashboard displays detailed logs of both
normal and flagged content, including timestamps, video titles, predicted content categories,
model confidence scores, and system actions such as blurring. This functionality is illustrated
in Figure 5, enabling guardians to monitor user behavior effectively.

time

Aman About Manage Children

Ali's Activity

Age: 5

Recent Detections

Time Video Content Type  Confidence Status.

Jul 12, 202515:46  Fighting corpse [ Biurred ]
Jul12, 2025 15:46  YouTube nudity [ Biurred |
Jul 12, 202510:46 (2 Triple Coronary. Artery Bypass Graft Surgery. - YouTube gore 2001 [ siurred |
Jul12,202510:45  (2) Open Heart Surgery: Aortic Root and Valve 1t (Bentall Procedure) - YouTube gore [ siurrea ]
Jul 12, 2025 10:44 (2). Medicine and Surgery Liver Resection - YouTube gore [ &iurred |

Recent Videos

Title URL Upload Time

Five Little Monkeys https:hn utube. comiwatch?v=WizNXQGBMEk&list=_.. Jul 13, 2025 1918
Wheels On The Bus https:/fwwwyoutube.comiwatch?v=HrOXZLNIGQ&list= Jul 13, 2025 1912
Nursery Rhymes for Kids E outube.comiwatch?v=_IMISPQJsBUAlist=. Jul 13, 2025 19:02
YouTube https:/fwww.youtube.comiwatch?v=3NIEQ2skGOM Jul 12, 2025 15:46
(2) Triple Coronary Artery Bypass Graft Surgery - YouTube h utube. niwatch aoqdDk-w- Jul 12, 2025 10:46
(2) Open Heart Surgery: Aortic Root and Valve Replacement (Bentall Procedure) - YouTube  https:/fwwwyoutube com/watch?y=18kC-KIHHNU Jul 12, 2025 10:45
(2) Bloodless Medicine and Surgery Liver Resection - YouTube https:/fwwwyoutube.comiwatch?v=upTj79dRmZk Jul 12, 2025 10:44

@ 2025 Aman. All rights reserved

Figure 5: Child Activity Dashboard Displaying Detected Content and Viewing History

When inappropriate content is detected with high confidence, the system performs real-
visual intervention by applying a blur overlay to the video content while preserving

contextual elements such as the video title and platform interface. This process is demonstrated
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in Figure 6, ensuring immediate protection without completely interrupting the viewing

experience.

* (2) The science of blood sps= X

23 youtube.com/wal

ouw 1 Inbox (1,180) - fay

* YouTube

The science of blood spatter

48 Hours ©

scrabble.c — 1340.

@ Page « Template «

@ Resume @ meme

blood splatter

3 AW Bookmarks

-+ Create
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Forensics Expert Explains How

to Analyze Bloodstain Pattern..
°

Improving the Science Behind
Bloodstain Pattern Analysns
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Why Does Fentanyl Feel So
14:58

Au/Ra - Panic Room (Official
Vndea)

Ravyn Lenae - Love Me Not

Love Me Not "

2048 Y

T sod gir playlist ~ late night
_— B yibes pla o ans ality

Figure 6: Real-Time Video Blurring Applied to Detected Inappropriate Content

In addition

to visual

intervention, the

system generates automated

email

notifications sent to the registered parent. These alerts include detailed information such as the
video URL, detection timestamp, identified content type, and model confidence score. This
mechanism, illustrated in Figure 7, enables timely parental awareness and appropriate response.

|

= M Gmail

SN

Compose

Inbox

Starred

© % 0

Snoozed

Sent

o v

Drafts

v More

Labels +

Enable desktop notifications for Gmail

Q Search mail

12
Tll

B 0 8 & o

Inappropriate Content Detected - Ali inbox x

Aman

Dear Osayla
Inappropriate content was detected in a video watched by All.

Video URL: htj
Detection Time: 2025-07-21 16:40:30.072943+00:00
Confidence Score: 0.3451630175113678

Content Type: suicide

Ips./iwww.youtube.com/watch?v=OlwynsOvLAg

Please review this content and take appropriate action.

L

OK No, thanks

0 @
8 B
® «

Figure 7: Automated Email Notification Sent Upon Detection of Harmful Content
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Overall, the system interaction flow integrates user registration, profile management,
device configuration, real-time monitoring, and alert mechanisms into a unified framework that
enhances child safety in online video environments.

6. Model Performance

The proposed model was evaluated using a labelled test dataset consisting of 130 images,
including both harmful and safe content categories. The evaluation results show that the system
achieved 56 true positives (correctly detected harmful content), 9 false negatives (harmful
content not detected), 20 false positives (safe content incorrectly classified as harmful), and 45
true negatives (correctly identified safe content). Based on these results, the model attained an
overall accuracy of 78%.

To further assess performance, standard evaluation metrics were calculated, including
precision and recall (Sokolova & Lapalme, 2009). The recall for harmful content was 0.86,
indicating that 86% of actual harmful instances were successfully detected by the model. The
precision for harmful predictions was 0.74, demonstrating that approximately three-quarters of
the flagged content was indeed inappropriate.

In contrast, the model achieved a recall of 0.69 for safe content and a precision of 0.83,
indicating that when the system classified content as safe, it was correct in 83% of cases. These
results reflect a balanced but safety-oriented classification behaviour.

Overall, the evaluation metrics highlight that the system prioritizes minimizing false
negatives, thereby reducing the likelihood of undetected harmful content, even at the expense
of occasionally misclassifying safe material. This trade-off is consistent with the primary
objective of the system, which is to enhance child protection in online video environments by
favouring safety over strict precision.

6.1 Ablation Study and Baseline Comparison

To address the contribution of the proposed Dual-Pass and Temporal Consistency
modules, we conducted a comparative analysis against a baseline. The results (summarized in
Table 1) demonstrate that the proposed system significantly outperforms the baseline,
particularly in reducing false positives and improving the stability of detections.

Table 1: Performance comparison between the baseline CLIP model and the proposed system

Configuration Harmful Recall (%) | Harmful Precision (%) | Overall F1-Score
Baseline 72 61 66
Proposed (CLIP + Dual-Pass + Temporal) 86 74 79
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7. Limitations

While the results of this study demonstrate the potential of utilizing CLIP for real-time
detection of inappropriate content on YouTube, several limitations must be acknowledged. First
and foremost, this work is intended as a Proof of Concept (PoC) rather than a production-ready
system. The primary constraints are outlined below:

= Sample Size and Diversity: The evaluation was conducted on a relatively small dataset
of 130 images. While these preliminary results are promising, they may not fully
represent the vast and heterogeneous nature of YouTube’s visual content, which includes
diverse lighting conditions, cultural contexts, and varying video qualities.

* Preliminary Nature of Results: The findings presented herein are preliminary.
Extensive benchmarking against larger, more diverse datasets is required to establish
statistical significance and ensure the model's robustness across different categories of
prohibited content.

8. Conclusion

The proposed Parental Monitor system represents a significant advancement in Al-driven
parental control solutions by integrating zero-shot content classification with real-time
deployment within a scalable microservices architecture. By leveraging the CLIP model
(Radford et al., 2021), the system effectively detects inappropriate content with a high recall for
harmful material, thereby minimizing the risk of exposure to children.

The incorporation of a dual-pass classification strategy, combined with temporal
consistency and a structured decision fusion mechanism, enhances the robustness of the system
against false positives while improving the overall reliability of detection outcomes. These
design choices contribute to a balanced and safety-oriented classification approach.

Experimental evaluation demonstrates that the system achieves reliable accuracy and real-
time responsiveness while maintaining efficient resource utilization and a user-friendly
interface. Furthermore, the modular architecture enables seamless interaction between the
content capture module, Al inference backend, and guardian dashboard, ensuring low-latency
processing and effective monitoring.

This study highlights the practical applicability of zero-shot learning techniques in
dynamic, real-world environments where adaptability and semantic understanding are essential.
Although certain challenges remain, such as the misclassification of safe content and platform-
related constraints, the system architecture supports continuous improvement and scalability.

Overall, the Parental Monitor provides a comprehensive and effective solution for
enhancing child safety in online video environments. In addition to offering actionable insights
and real-time alerts for parents, this work contributes to the broader field of ethical artificial
intelligence and establishes a flexible foundation for future advancements in intelligent content
moderation systems.
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